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Online shopping can lead to big 
deals … or bigger scams.

Dear Richard, 

The pandemic has many of us trying to limit our time in stores. This has 
led to a surge in the already growing online shopping industry. However, 
while shopping online is more convenient these days, the recent increase 
has also presented an increased opportunity for scammers. And their 
goals are always the same: to get a hold of your money or take your 
sensitive personal information in order to commit identity theft.

How It Works 
• Scammers create bogus websites or apps to lure in unsuspecting

shoppers with too-good-to-be-true deals. They may even use a web
address that closely mirrors a well-known retail site in the hope that
shoppers won’t notice.

• Scammers are pros at mocking up emails that look like they are from
Amazon; one of the more sophisticated versions of this scam has
evolved into the “tech support scam,” in which the criminal convinces
the target to grant remote access to his device.

• Scammers are also able to post fake customer-support phone
numbers online. So when a person does a search for “Amazon
customer service,” there’s a chance it might not be the real contact
number and the call goes directly to the scammers.

What You Should Know 
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• Online shopping scams are a huge industry unto themselves;
chances are high that you have or will come across a scam site as
you surf the internet.

• Some copycat sites will deliver merchandise, but they’ll be shoddy
versions of what you were expecting. More often, however, they’ll
take your money and run, never sending anything at all.

• Scammers have sophisticated tools they use to make fake email
messages appear legitimate.

What You Should Do 
• Shop online with stores you trust rather than finding unfamiliar or

unverified companies through a search engine.

• Don’t rely on a web search to look up customer service numbers. Go
directly to the store’s website. Or when contacting your credit card
issuer, refer to the number on the back of your card.

• Rather than clicking on a link to a store from an email message, go
to your browser and type in the web address in order to avoid landing
on a fake site.

• Listen to your inner skeptic as you scroll through your inbox, knowing
that some messages might not be what they appear to be.

When it comes to fraud, vigilance is our number one weapon. You have 
the power to protect yourself and your loved ones from scams. Please 
share this alert with friends and family and visit the Fraud Watch Network. 

Sincerely, 

Kathy Stokes
AARP Fraud Watch Network

P.S. Are you active on social media? Do you enjoy sharing information 
that can help prevent friends and family from falling victim to scams? 
Become a volunteer AARP Fraud Watch Network (FWN) Digital Fraud 
Fighter! In exchange for simply sharing the same type of content with your 
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friends and family that you already do, Digital Fraud Fighters will receive 
access to exclusive scam briefings plus a Welcome Packet that includes 
a T-shirt, a special lapel pin, a copy of the FWN Con Artist’s Playbook, the 
FWN Watchdog Alert Handbook, and more. Interested? Send us a note at 
FWN@aarp.org for more information!

Get Help 
To report a scam or for help if you or a loved one has fallen victim,contact 
the AARP Fraud Watch Network Helpline. 

CALL 877-908-3360
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